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IMoaoxxenue
0 3amuTe l'lepCOHaJlele JAaHHBbIX

1. O6ume noJIosKeHUusl
1.1. Tlonoxenne o 3ammre nepcoHanbupix aanasix  MBYJIOLJIO/]  um.E.JIlonenosoit
(r.XoTekoBO) (nanee — PaGorosarens) pa3paboTaHO B COOTBETCTBMH ¢ DefepanbHBIM 3aKOHOM OT
27.07.2006 Ne 152-®3 1 MHBIME HOPMATUBHO-IIPABOBBIMH aKTaMU B 00JJaCTH 3ALIMTHI IEPCOHAIBHBIX
JIAHHBIX, JEHCTBYIOIIMMH Ha TeppuTOpHu Poccuu.

1.2. Llenb Hacrosmiero [TojoskeHus — 3aIUTa NEPCOHATBHBIX JaHHBIX PAOOTHHKOB MBYJZIO 10
um.E.J1.ITonenosoii (r.XoTBKOBO) oT HECAHKIIMOHUPOBAHHOI'O JlocTyna u
pasriamieHus, NpeoTBpalleHie W BBISBJICHHE HapymeHuWd 3akoHoxarenscra P®, ycrpanenue
MOCJIE/ICTBUM TAKUX HAPYLIECHUH.

1.3. B nemsx Hacrosmero Iomoxxenus:

e [0 MEPCOHANBHBIME JaHHbIME (jaee — [1]1) monnmaercs mobast nHOPMALWs, IPAMO HITH
KOCBEHHO OTHOCSIIANCS K CyOBEKTY MEPCOHANBHBIX HaHHBIX;

e mox yrposamm OesomacHocTH [1J IOHMMAETCS COBOKYIHOCTh YCloBHH H (akTopoB,
CO3/IAIOIIMX OIMACHOCTh HECAHKIIMOHMPOBAHHOIO, B TOM YHCJIE CIIy4ailHOTro, JOCTyNa K
TIEPCOHATLHBIM J[AHHBIM, PE3YJIHTaTOM KOTOPOrO MOTYT CTaTh YHHUYTOXKEHHE, H3MCHCHHC,
GIOKHpOBaHKe, KOIUPOBAHHE, IPEJOCTABIEHHE, PACIIPOCTPAHEHHE NIEPCOHANILHBIX JaHHBIX,
a TaKKe MHbIE HENPaBOMEPHBIE JIeHCTBHs IIPH HX 00paboTke B HHYOPMALMOHHON CHCTEME
[EePCOHATBHBIX JIAHHBIX;

e mox ypoBHeM sammmenHoctd  IIJI  TMOHMMaeTcs — KOMIUICKCHBIH  IOKa3aTellb,
XapaKTepu3ylomuii TpeGOBaHHs, HCIOJIHEHHE KOTOPBIX 00eCIedHBaeT HEHTPATM3ALMIO
ompe/ieieHHbIX yrpo3 Gesonacnoctu I1]] npu ux 06paboTke B HHYOPMALMOHHOMH cHCTEME.

1.4, Hacrosmee ITojoxenue ¥ W3MeHeHHs] K HeMy yTBepxijaatoress mupekropom MBYJIO IJION
um.E.JL.ITosieHoBoii (r.XOTBKOBO) M BBOASTCS IIPHKa3oM. Bee paGOTHHKHI HOIDKHEI OBITH O3HAKOMIICHBI
O HOAIKUCE ¢ AaHHbM [TooKeHreM 1 H3MEHEHUSIMU K HEMY.

1.5. Hacrosimee ITonoxenue Berynaer B ey ¢ 01.02.2023

2. 3amuTa NepCcoOHAJbHBIX JAHHBIX

2.1. PaGoToaTesb NPUHUMAET ciie/ytomiue Mepsl o 3ammTe T1]1:



2.1.1. HaznaueHue yuIia, OTBETCTBEHHOTO 3a 00paboTky I[1J], KoTopoe OCYIIECTBISET OpraHU3AIMIO
ob6pabotku IIJ], oOyueHne W MHCTPYKTaX, BHYTPEHHUH KOHTPOJb 3a COOJIIOJCHHEM pPaOOTHHKAMU
TpeboBanmii k 3amure [1]1.

2.1.2. PazpaboTka MOJMTHKHU B OTHOIIEHUHN 0O6padotku I1/1.

2.1.3. YcranoBnenue npaBuin gocryna k I1J[, obecneueHune perucTpanuu U ydeTa BCEX JIEHCTBHIA,
coBepiaeMbix ¢ [1/].

2.1.4. YcraHOBIICHUE UHAUBUAYAIBHBIX APOJICH JOCTYIA COTPYIHUKOB B MH()OPMAIIMOHHYIO CUCTEMY
B COOTBETCTBUU C UX MPOU3BOACTBEHHBIMU O0S3aHHOCTSIMH.

2.1.5. [IpumeHeHHe MPOIIEANINX B YCTAHOBICHHOM IOPSIKE MPOLETYPY OLIEHKH COOTBETCTBHUS CPEACTB
3alIUThl UH(OPMAIIHH.

2.1.6. CepTuduurpoBaHHOE aHTUBUPYCHOE MPOrpaMMHOE 00eCIeYeHHEe C PErYIISIPHO OOHOBISEMBIMU
0azamu.

2.1.7. CoOmroneHne  yCIOBH, OO0CCIEUUBAIOMUX COXpaHHOCTH IIJ W  HCKIIFOYarOmuX
HECaHKUIMOHUPOBAHHBIA K HUM JOCTYII.

2.1.8. O6HapyxeHue (aKkToOB HECAHKIIMOHUPOBAHHOTO noctyna K T1/1.

2.19. Boccranosnenne IIJI, MOOU(PUIMPOBAHHBIX  WJIM  YHHUYTOXXCHHBIX  BCIICICTBHE
HECaHKIMOHUPOBAHHOIO JOCTYIIA K HUM.

2.1.10. O6yuenue pabOTHUKOB, HEMOCPEICTBEHHO OCYHIECTBIAIOIMUX 00pabotky I1Jl, momoxxeHusm
3aKOHOAATENhCTBA PD 0 MepcoHaNbHBIX TAHHBIX, B TOM YUCJIEC TPEOOBAHUSAM K 3aIIUTE MTEPCOHATBHBIX
JaHHBIX, JOKYMEHTaM, OMNpEeNeNsomuM NoTuTHKYy Paboromarens B oTHomeHuH o6pabotku I1]1,
JIOKQJIbHBIM aKTaM I10 BOIpocaM 00pabOTKH MePCOHANTbHBIX JIAHHBIX.

2.1.11. OcymecTBiieHNEe BHYTPEHHETO KOHTPOJIS U Ay TUTA.

2.1.12. Onpenenenue Tuna yrpo3 6€30MacHOCTH U ypoBHeH 3auuiieHHocTH [1]], koTopble XpaHsaTcs B
MH(OPMALIMOHHBIX CHUCTEMAX.

2.2. YTpo3bl 3alHAIIEHHOCTH TIEPCOHABHBIX JaHHBIX.

2.2.1. Yrpo3sl epBoro tumna. B cucTeMHOM MporpaMMHOM oOecriedeHIH MHPOPMAIIMOHHOW CHCTEMBI
ecTh (DYHKIIMOHAJIbHbIE BO3MOXKHOCTH ITPOrPaMMHOT0 00ecrieueHus], KOTOpbIE He yKa3aHbl B OMMCAHUU
K HeMy JIM00 He OTBEYAIOT XapaKTEPUCTUKAM, KOTOPbIE 3asiBIJI MPOU3BOAUTEND. W 3TO MOTEHIMATBEHO

MOZKCT NPUBCCTU K HCTIPABOMCPHOMY HCIIOJIb30BAHUIO ICPCOHAJIbHBIX JTaHHBIX.

2.2.2. VYrpo3el BTOporo THuma. IloTeHIMAILHBIE TMPOOIEMBI C MPUKIAJHBIM IPOTPAMMHBIM
o0ecreyeHneM — BHEIIHUMHU IpOrpaMMaM#, KOTOPBIE YCTaHOBJIEHBI HA KOMIIbIOTEpaxX paOOTHUKOB.

2.2.3. Yrpo3sl TpeThero tuma. [loTeHIMansHoi OnacHOCTH HU OT CHUCTEMHOTO, HU OT MPOTPaAMMHOTO
obecrieueHus HeT.

2.3. YpOBHH 3aIUIIICHHOCTH MIEPCOHATBHBIX JTAHHBIX.



2.3.1. TlepBblii ypoBeHBb 3aIIUIICHHOCTH. Ecnu paboTomarens OTHEC HHPOPMAIMOHHYIO CUCTEMY
K TIEPBOMY THITY YTPO3bI HITH €CJIM TUIT YTPO3bI BTOPOH, HO paboTomaTeslb 00padaThiBaeT CrielUabHbIC
kareropuu I1]] 6onee 100 Toic. puznyeckux nuil 6e3 yyera paOOTHUKOB.

2.3.2. Bropoi#i ypoBeHb 3ammiieHHOCTH. Ecim T yrpo3bl BTOpo# u paboTonatens oOpabaThiBacT
cnenuanbHbie Kareropun [1/] paOOTHHKOB BHE 3aBHCHMOCTH OT UX KOJHMYECTBA WM CIICIHAIbHBIC
kareropuu [1/] menee uem 100 Thic. Pu3ndeckux i, WM JTo0Obie Apyrue kateropuu I1]] 6onee yem
100 ThIC. pU3HYECKUX JIUI, WJIA TIPH TPEThEM THIIC YTPO3bl pab0TOAaTENIb 00padaThIBACT CIICIIUATBHBIC
kareropuu aanHbeix 0osee yem 100 Thic. GU3HUSCKUX JTUII.

2.3.3. Tperuii ypoBeHb 3alIUIICHHOCTH. ECITU Ipu BTOPOM THUIIE YTpo3bl paboTonaTeb oOpadaTeiBacT
obmwue I1J] paborHukoB unu menee yeM 100 Teic. (pM3MYECKHX JIUL, WK MPU TPETHEM TUIE YIPO3BI
paboronatenp obpabaThiBaeT crenpanbHbie kateropuu I1J] paGorHukoB miam Menee dyem 100 Thic.
(U3MYECKUX JIML, WIK [IPU TPEThEM THUIIE YIpo3bl paboToaarens oopadaTeiBaeT 6nomerpuueckue I1/1,
WU TpU TPETbEM THUIIe Yrpo3bl paboromarens obOpadateiBaeT obmue I/l Gomee yem 100 ThIc.
(bU3HYECKUX JIUII.

2.3.4. YerBepThlii ypOBEHb 3aIIMIICHHOCTH. Ecimm mpu Tperbem Thre yrpo3sl paboTomaTelnb
obOpabatsiBaeT ToIbKO obmue I1/] paboTHukoB mim Mmenee yem 100 ThIc. (PU3NYECKUX JIHII,

2.4, HpI/I YCTBCPTOM YPOBHEC 3allIUINICHHOCTHU IMIEPCOHAIBHBIX JAHHBIX pa6OTOI[aTeJ'IB:

obecrnieunBaeT pekuM 0€30MMaCHOCTH IMIOMEIICHUH, B KOTOPBIX pa3MeIiaeTe HHPOpPMaIHOHHYO
CHCTEMY;,

o0ecrieunBaeT COXPaAaHHOCTh HOCHUTENICH HH(popManmu;

yTBEPIKIaeT epeveHb PaOOTHUKOB, JOMYyIICHHBIX 10 [1/1;

WCIIOJIB3YET CPElCTBA 3alUThl HH(QOpPMAIMK, KOTOPHIC IPOILIN OICHKY COOTBETCTBHS
TpeOOBaHUSAM 3aKOHA B 001acTu obecrieueHns 0€30MacHOCTH HHPOPpMAITUH.

2.5. Ilpu TperbeM ypoBHe 3ammiieHHOCTH [/ TOMONHUTENBPHO K MepaM, MEepEeuUCIEHHBIM
B myHKTe 2.4 Hactosimero [lomoskeHusi, paboTojarenh Ha3HAYaeT OTBETCTBEHHOTO 3a OOECIIeYeHHE
6e3onacHoctu 1] B muHGOpMALIMOHHOM cucTeme.

2.6. Ilpu BTOpoM ypoBHe 3amuiieHHOcTH [/l TOomOTHUTENFHO K MepaM, MepedYHCICHHBIM
B ImyHKTax 2.4, 2.5 Hacrosimero I[lonokeHus, paboTogaTellb OrpaHUYHUBACT JOCTYN K 3JIEKTPOHHOMY
KypHaAIly COOOIIEHUH, 3a UCKIIOUYEHHEM PAOOTHHKOB, KOTOPBHIM TaKHE CBEACHUS HEOOXOAMMBI JUIS
paboTHI.

2.7. llpm mnepBoM ypoBHe 3amuineHHocTH I/ TOMOTHUTENBHO K MepaM, IEepeuUCIIEHHBIM
B yHKTaX 2.4—2.6 Hacrosmero [lonoxenus, paboToaarens:

e o0ecreunBaeT aBTOMATHYECKYIO PETHUCTPAIMIO B AJIEKTPOHHOM JKypHaJe O€30MacHOCTH
M3MEHEHUs TOTHOMOYHI pabOTHUKOB 10 Jomycky k I[1J] B cucteme;

e CO3JAaCT OTJEJ, OTBETCTBEHHBIM 3a O6e3omacHocTh [IJ[ B cucteme, nmubO Bo3maraeT TakKyro
00513aHHOCTH Ha OJIMH M3 CYIIECTBYIOIINX OTAETIOB paboTOIaTeNs.

2.8. B nensix 3amutsl [1/] Ha OyMaKHBIX HOCHTENSX pabOTOIATENb:

MPUKA30M Ha3HAYaeT OTBETCTBEHHOTO 3a 00paboTKy [1/1;

OTPaHUYUBAET JOMYCK B MOMEIIEHUS, T/Ie€ XPaHATCS JOKYMEHTHI, KOTopble comepxar I1]]
PaOOTHHKOB,

XpaHUT AOKYMEHTHI, cofepxkarue [1]] paboTHUKOB B mikadax, 3anuparoimxcs Ha KoY,
XPaHHT TPYIOBBIE KHW)KKH PAOOTHUKOB B ceiide B OT/IENIE KaJpOB.



2.9. B nenax oOecrnieueHHs KOH(PHUICHIMAIBLHOCTH JOKYMEHTHI, conepxamue I1J[ paGoTHHKOB,
oOy4Jaroruxcst 0hOpMIIIIOTCS, BEIYTCS U XPAHATCS TOJIBKO pabOTHUKAMU OT/ieJia KaJpOB, OyXTaJITepuH,
U COTPYIOHHK, OTBETCTBEHHBIH 3a 3amuch oOydarommxcs B MBYJIO IO wum.E.J[.ITonenosoii
(r.XoTBbKOBO).

2.10. PaboTHukHM oTaena KaapoB, Oyxrairepuu, aomyiieHHbie K [IJ[ paOOTHHMKOB M COTPYIHHKH,
UMEIOIUE JOCTYl K TIEPCOHAIBHBIM JaHHBIM OOYYArOMIMXCs TOJINMCHIBAIOT 0053aTeIbCTBA O
HEpa3IJalleHUH TICPCOHAIBHBIX JaHHBIX IPOTHBHOM ciiydae jJ0 o0pabotku [IJ] paGOTHUKOB He
JIOTTYCKAIOTCA.

2.11. JTomyck K moKyMeHTaM, coaepxarium [1]] paGoTHUKOB, BHYTpPH OpTaHU3AIH OCYIIIECTBIISCTCS HA
ocHoBaHMU PerimamenTa nomycka paOOTHUKOB K 00padOTKe MePCOHANBHBIX TaHHBIX.

2.12. Tlepemaua I/l mo 3ampocaM TpETHUX JIMII, €CIM Takas Iepeaada MpsSsMo He MPelyCMOTpeHa
3aKOoHOAATeNbCTBOM P®, nomyckaercs MCKIIOUUTENBHO € corjiacusi paOOTHHKA WM POAUTENCH
oOyJaromuxcsi Ha 00padOTKy €ro MePCOHANBHBIX JAaHHBIX B YaCTH WX MPEAOCTABICHHS WM COTIACHS
Ha pacnpoCTpaHEHUE NEPCOHATIBHBIX TAHHBIX.

2.13. Ilepemaua wundopmanmu, coaepxaimeil cBegenuss o [IJ] paGoTHuKOB, 00ydarmUXCS IO
TeleOHY B CBSI3W C HEBO3MOXXHOCTHIO HJCHTHU(UKAIMU JIWIA, 3aIpalIuBAIONIET0 HH(OPMAIIHIO,
3arpernaercs.

3. FapaHTnu KOH(bI/I)IeHIII/IaJIbHOCTI/I MEPCOHAJIBHBIX TAHHBIX

3.1. Bce pabOTHUKM OpraHM3anuu, ocymiecTBisiomue oopadborky 1/, o0s3aHbl XpaHWTH TallHY O
cBeneHusX, coaepxkamux I1/], B coorBercTBum ¢ [lonoxxeHuem, TpeGoOBaHUSIMU 3aKOHOATEIbCTBA PO.

3.2. PaGoTHuk BmpaBe TpeOOBaTh MOJHYI HWH(OPMAIMIO O CBOMX INEPCOHAIBHBIX JAHHBIX, 00 HX
00paboTKe, UCTIOIL30BAaHUH U XPAaHEHUH.

3.3. JIunia, BUHOBHBIE B HapyIIEHUH HOPM, PETYIMPYIOLUMX IMoyydyeHue, oOpaboTky u 3amuty 1]
PabOTHUKOB U 00YHYAIOIIKMXCS HECYT JUCIUIUIMHAPHYIO, aAMUHUCTPATUBHYIO, IPaKJaHCKO-TIPABOBYIO
WM YTOJIOBHYIO OTBETCTBEHHOCTb B COOTBETCTBHUHU C 3aKOHOJATEIbCTBOM.



